Enterprise
Mobility + Security

The ultimate security suite for
mobile management
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What is Enterprise Mobility + Security?

Designed as the ultimate security package
for businesses, EM+S includes Intune,

Azure Active Directory and Azure Rights
Management. It's the 3-in-1 security solution
that helps protect company data, employee
identities and company-owned devices
without compromising on productivity.

Controlling company data on employee
devices is becoming increasingly harder in
today's mobile-first world. And with new data
protection regulations in focus with GDPR,
securing sensitive data is critical. By using
EM+S, your journey to GDPR compliance is
automatically supported by Microsoft with
verified data protection third-party tools.

“74% of
organisations
have experienced
a data breach as a
result of a mobile

security issue,
while 44% have
experienced
mobile malware
infections.”

IDG SURVEY, 2016




Stay secure when working mobile

Enterprise-grade security features such
as Mobile Device Management (MDM)
and Mobile Application Management
(MAM) can be configured by your IT
team to ensure every device enrolled
into the management portal meet

company security standards. It means
that no data can be used or shared by
employees without authoritative access,
keeping company data secure from all
access points.

How does

and
help your
business?

Your employees can
easily install corporate
apps from the self-
service company portal

Restrict actions e.g.
copy, cut, paste and
save in apps to prevent
corporate data leaks

Easily remove
corporate data and
apps when a device is
unenrolled, lost, stolen
or retired from use

A

Quickly enrol devices
to deploy certificates,
WiFi and email profiles
so employees can
automatically access
resources without
hampering productivity

5

Deliver apps across iOS,
Android and Windows
from one single
management console



User management simplified with
Azure Active Directory

Azure Active Directory allows your
customers to have a lock-and-key
access to business applications without
hindering their user experience. It's the
first line of defence against hackers with
features such as Conditional Access

and Identity Protection to evaluate user
risk, as well as Identity Management to
assign permissions and login access.

It means your IT team can easily

control who sees what and when, and
whether they receive access to sensitive
company information.

The differences between EM+S E3 and E5

Enterprise Mobility + Security comes in

two packages; E3 and ES5. If your business
needs access to ultra secure corporate-level
features such as risk-based conditional
access and privileged identity management
to evaluate users based on their overall risk
before they reach your company data door,

then E5 is the best solution.

On the other hand, E3 will be suited to
businesses that need a well-rounded
security solution to stop unauthorised
users from entering, whilst protecting
from active threats.




Features EM+S E3 EM+S E5
MDM v v
MAM v v
Conditional Access 4 4
Single Sign On (SSO) v v
Multi-Factor Authentication (MFA) v v
Advanced Security Reporting v v
Risk-based Conditional Access v
Privileged Identity Management v
Advanced Office 365 Data Protection & General Data Protection v v

Features EM+S E3 EM+S E5
Integrated PC Management v v
Integrated On-Premises Management v v
Document Tracking & Revocation v v
Encryption Key Management v v
Intelligent Data Classification & Labelling v
Microsoft Threat Analytics v v
Microsoft Cloud App Security v
Support for iOS, Android, Windows, Windows Mobile, and Mac OS X v v




Why choose Enterprise Mobility + Security?

Reduce business risk

Potential costly damages from unauthorised
access can be reduced, leaving your business
data secure.

Smooth integration with Office 365
EM+S is designed to integrate with Office 365 so
accessing applications is simple.

Supports GDPR compliance

EM+S supports GDPR compliance and gives
better control of company data.

Save on hardware costs

You can eliminate the cost of hardware by
managing your devices and apps from within
the cloud.

Protect your data

Secure data from Exchange, Outlook

Email and OneDrive for Business documents on
mobile devices easily through device enrolment
status.

“The average
UK business
identified

998 security
breaches in the

last 12 months,
with 13%
breached daily.”

DCMS ON BEHALF OF THE NATIONAL
CYBER SECURITY PROGRAMME, 2017




Secure your company data by using
Enterprise Mobility + Security today.

Phone; 0345 872 9728
Email; info@certum.co.uk
Web: www.certum.co.uk
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